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Cai bat — Cau Hinh — Quan Tri ISA Server 2004 Firewall

Trong sb nhirng sér] phadm twong Ira trén thi trrvong hién nay thi ISA Server 2004 clia Microsoft
la fjrewall dwoc nhiéu nguwoi yéu thich nhat do kha nang bao vé hé thong manh mé cung véi co
ché quan ly linh hoat.

ISA Server 2004 Firewall c6 hai phién ban Standard va Enterprise phuc vu cho nhirng moéi
trwong khac nhau, ISA Server 2004 Standard dap (rng nhw cau bao vé va chia sé bang théng
cho cac cdng ty cé quy mé trung binh. V&i phién ban nay ching ta c6 thé xay dwng cac firewall
dé kiém sdéat cac ludng di¥ liéu vao va ra trén hé thdng mang ndi bd clia cong ty. Kiém séat qua
trinh truy cap cla ngudi ding theo giao thire, thoi gian va ndi dung clia cac site nham ngan chén
qua trinh két ndi vao nhirng trang web c6 ndi dung khoéng hop 1é. Bén canh d6 chung ta con cé
thé trién khai cac hé thdng VPN Site to Site hay Remote Access hé tro' cho viéc truy cap t xa
clia cac User, hodc trao dbi div liéu gitra cac van phong chi nhanh. Déi véi cac cong ty cé nhirng
hé théng may chi quan trong nhw Mail, Web Server can dwoc bao vé chat ché trong moét moi
trwong riéng biét thi ISA 2004 cho phép chung ta trién khai cac vang DMZ (thuat ngl chi ving
phi quan sw) ngdn nglra sw twong tac truc tiép cla cac Internal/External User. Ngoai cac tinh
nang mang tinh bado mat théng tin trén thi ISA 2004 con cé hé thdng cache gilp cho ngudi dung
két ndi Internet nhanh hon do théng tin trang web c6 thé dwoc lwu gitr sén trén RAM hay dia
crng, didu nay lam cho bang théng clia hé thdng dwoc tiét kiém dang ké. Chinh vi ly do d6 ma
san pham tlrong Itra nay co tén goi 1a Internet Security & Aceleration (bdo mat (ng dung va tang
tbc bang théng).

ISA Server 2004 Enterprise dwoc st dung trong cac md hinh mang Ién, can nhitng hé thdng
manh mé dé dap (rng nhidu yéu cau truy xuét clia ngwdi st dung (User) bén trong va ngoai hé
théng. Ngodai nhirng tinh nang da co trén ISA Server 2004 Standard, phién ban Enterprise con
cho phép chung ta thiét 1ap cac hé théng Array (mang) cac ISA Server cung st dung mét chinh
séach, diéu nay giup de dang quan ly va cung cép tinh nang Load Balancing (can bang tai) phuc
vu tét hon céc yéu cau cla té chirc.

Dé dap (ng nhu cau hoc tap, nghién cru cling nhw (*ng dung hé théng twong Itka ISA Server
2004 Firewall, toi sé trinh bay cach thirc trién khai hé thdng ISA Server (Standar va Enterprise)
cho mot té chire thwe té véi mo hinh Lab nhw sau:

T&C Descon la mot cong ty xay dwng c6 s lwong nhan vién trén 50 ngudi, dé cung cap dich vu
chia s& Internet, cdng ty st dung mot dworng ADSL va hé théng ISA Server 2004 Firewalll.
Dia chi modem ADSL 1a 1.1.1.2, hé théng c6 hai I&p mang chinh 1a Internal bao gém cac may
tinh cGia nhan vién co day dia chi IP riéng 1a 192.168.1.1 — 192.168.1.255/24 va DMZ dung dé dat
cac may chl quan trong nhw Exchange Server, Web Server str dung dia chi mang 172.16.1.0/24
. May chd dung dé& cai dat ISA Server chay Windows Server 2003 SP1 c6 3 NIC (network
interface) v&i dic chi IP nhw sau:
- Outside Interface : IP 1.1.1.1, Subnet Mask 255.255.255 va Default Gateway 1.1.1.2
(ADSL Modem).
- Inside Interface : IP 192.168.1.10, Subnet Mask 255.255.255.0 va DNS 192.168.1.11
(Ia DNS Server va Domain Controler ctia hé thdng)
- DMZInterface :IPla 172.16.1.1, Subnet Mask 255.255.255.0
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Nham bdo dadm an tdan cho hé thong va firewall, trén giao tiép mang Outside hay chon Disable
Netbios Over TCP IP, bd chon Register this connection’s address in DNS va Enable
LMHOST lookup nhw hinh sau:

Advanced TCP/IF Scttings )
1P Setings DNS | winis | aptions | IPsettings | Dus  WINS | optiors |
NS server addresses, inorder of use: —WINS addresses, inorder of use:

| =l 1

Add... Sele, I Remoye I

|
=

add... | Edit... | Rermnye |

The Fallwiing Hrwes settings ars applied to all cormedtiors with TCP)IR
=nebled, For resolution of ungualfied remes:;

IF LMHOSTS lookup is enabled, it applies to al connections for which
1+ Appand primary and cormeckion specific DNS suffizes TCF[IF |5 enabled,

I Append perori: = Ffises of e primary DNS sFis I~ Enable LMHOSTS lockup Import UMFGSTS |, |
i fAppend these CMS suffixes (in arder):
1 I - MeLELOS setting
" Default:
k3

Use NetBI0S setting From the DHCP server, IF skatic IP address
is used or the DHCP server does not pravide NetSI0S setting,
enable NetSI0S over TCRIIP,

Fddb, Sejd, I Ramove I

CMS suffiz For this connection

|II Cancel oK I Cancel I

Lwu y: Chirc nang Disable NetBIOS over TCP/IP lam cho may tinh tré nén “vd hinh” trén mang,
cac phan mém quét 16i hé théng nhw Retina, Nmap sé& khong tim thay tén cta may tinh, han ché
trwdng hop do tim password clia nhirng tai khéan theo co ché brute force vi hé théng thudng tao
mot s6 account méc dinh s dung tén Netbios nay. Do dé cac may chi giao tiép v&i Internet nhuw
firewall thwérng chon chirc nang nay, tuy nhién déi véi cac may tinh trén mang néi bd chung ta
khéngnén st dung vi sé ngan nglra cac may tinh khac truy cap vao tai nguyén chia sé trén may



ctia minh nhw Printer, Folder Share..Cé mét s trng dung bao mat khi cai dat sé Disable
NetBIOS over TCP/IP mét cach mac dinh nhw PC Security, sé gay tréd ngai cho qua trinh hoat
dong clia hé thong..

| - Tién Hanh Cai Dat ISA Server 2004 : )
Sau khi da thiét lap day du cac thong tin can thiét hay dwa dia CD ISA Server 2004 Standard vao

may dung lam firewall, trén man hinh hién thi hay chon Install ISA Server 2004 dé bat dau tién
trinh cai dat.

g M rosoft

42 Windows Server System

Microsoft

Internet Security &

Acceleration Server2004
Standard Edition

Read Release Motes nstall ISA Server 2004
Read Gethng Started Guide FRun Migration YWizard

Read Migration Guide Exit

Nhan Next trén man hinh Welcome to the Installation Wizard for Microsoft ISA Server 2004,
chon | accept the terms in the license agreement trén civa s6 License Agreement va nhap vao
cac thoéng tin User Name / Organization, Product Serial Number trén nhirng man hinh cai dt tiép
theo. Chung ta c6 thé chon mét trong 3 ché dd cai dat sau:

- Typical : & ché do nay chi cai dat mét sé dich vu téi thiéu, khéng cé dich vu Cache.

- Complete : tat ca cac dichvu sé duoc cai dat nhu Firewall dung dé kiém séat truy cap;
Message Screener cho phép ngédn chan spam mail va cac file attachment ( can phai cai
[IS 6.0 SMTP trwéce khi cai Message Screener; Firewall Client Installation Share.

- Custom : cho phép chon nhirng thanh phan can cai dat ctia ISA Server 2004.

Setup Type 3
Choose the setup type that best suits wour needs. 3 =

o]

" Typical

Main program Features will be installed. Requires approximately
27MB of disk space (not including cache allocation).

All program Features will be installed. (Requires the most disk
space .}

Choose which program features you want installed. Recommendsd
for advanced users.

Install to:

[S:\Frogram Files\Microsoft ISA Server), Change. .. |
<Back [ mext= | cancel |

O day ching ta sé str dung ché do cai dat Custom va nhan Next, méc dinh chi cé hai dich vu
Firewall Services va ISA Server Management hay chon thém Firewall Client Installation Share.



Custom Setup ﬁ

Select the program Features wou want to install. i
S|

Click on an icon in the lisk below to select how a Feature is installed.
Feature Description

T Controls access and kraffic
o B 7 | Advanced Logging between networks.

<=8 ~ | ISA Server Managermenk
- ¥~ | Firewall Client Installation Share
>

- | Message Scresnsr

This Feature requires 18 ME on
wour hard drive. Ik has 1 of 1
subfeatures selected. The
subfeatures reguire 55 ME on
wour hard drive,

Install bo:
Z:YProgram Files\Microsoft IS4 Server',

Help I Space I « Back. I Mext = I Cancel I

Tiép theo tién trinh cai dat s& yéu cau ban xac dinh giao tiép mang v&i hé théng mang néi bo,
tr(,“an clra so Internal Network nhan Add va Select Network Adapter dé xac dinh card mang giao
tiep v&i Internal Network.

Internal Network : : ‘ :
o the ad rduded it | B, Yo can tye the address ranges b indude in the Intemal netwark. O, dlick Select Netwak
igfﬁ;kt B o Uk B e RS e St Adapter to select the address 1anges ataociated with specific network adapters.
The Internal network kypically includes private address ranges and the address ranges Intemal netwark adess r2nges;
associated with the netwiork adapter connected ko the Internal network, )
~ Aiddres: ranges
Fiom ‘ To
Click Add to specify the Intenal netwark address ranges. add From
Internal Metwork Address Ranges (From-Ta) : b
o (Hermave |

1 =

‘Select Network Adapter..
0K Cancel

ez | Cancel |

select Network Adapter

Select the IP address ranges to include in the Intermal netwsork.

udd the following private ranges: 10.xx=. 192168 == 17216 == -
F2.31 %% and 169.254 = .

Iv add addiess ranges based on the “Windows Flouting T able
Select the address ranges that are associated with the followsing
Internal network. adapters:

0 Outside 1111

Cancel |

Tiép theo chung ta can cung cap day dia chi IP chira cac may tinh trén mang néi bo la
(From)192.168.1.0 — (T0)192.168.1.255 hay tuy theo hé thong cua ban va nhan Add.
- Lwu y day dia chi nay phai chira IP cla giao tiép mang Inside.
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rou can type the address ranges o nclude inthe Inieinal neiwork. Oi, click 5 elect Network,
Adapter to select the addiess 1anges azsociated with speciic network, adapters.

Irtermal netwark. address ranges:

Address ranges B To
From 132168.1.0 19216871 285

©-Femowve I

[
|_c.

Select Netwoik Sdapter. I

Ok I Cancel I

Trén cira sb Firewall Client Connection Setting hay danh d4u chon vao & Allow nonencrypted
Firewall client connections va Allow Firewall clients running earlier versions of the Firewall
client software to connect to ISA Server roi nhan Next trong cac buéc tiép theo dé hoan tat
qua trinh cai dat.

Firewall Client Connection Settings ¥ ) 5
Installation Wizard Completed
Please verify the connection settings For Firewall dients For 158 Server 2004,

The Installation Wizard completed successfully,

Firewall Client Far 156 Server 2004 uses a prakacol that encrypts the channel
betwieen the Firawall cignt and 156 Server,

Firewall dients running earlier versions of the Firewall Client software, or running
on operating systems that do not support encryption, are also supported,
However, encryption wil not: be used for these connections,

I¥ llow non-encrypted Firewal ent connections

This option allows Firewal clients running on Windows withodt encryption A
support to connect ko 134 Jerver, i

i llow Firewall clients running earlier versions of the Firewall clent
software to connect ko 156 Server

(Click, Finish to et the wizard,

Canicel |

Déi vai phién ban Standard chung ta nén cai ban va SP1 1SA2004-KB891024-X86-ENU.msp (c6
thé download tir website www.microsoft.com hay www.security365.org/downloads/software) cho
ISA Server 2004 dé bdo ddm qua trinh hoat déng dién ra sudn sé va én dinh.

~icrosoft 156 Server 2004 Service Pack 1 - [nstallabio

Welcome to the Microsoft [SA Serwer
Standard Edition 2004 Service Pack 1 Sebup
Micrasaft z P —
Internet gmakny& Zy

- o ; The [rstalation wWizard will instell Microsoft [5A Serues
Scandard Edition 2004 Service Pad: 1 anyour compuber. Ta
contnue, ook R,

[ —
[ —
s
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[l - Két N6i ISA Server V&i Internet Va Cau Hinh Cac ISA Client:

Trén ISA Server 2004 Firewall c6 3 dang firewall policy Ia system policy, access rule va

publish

ing rule.

System policy thwérng an va duoc dung cho viéc twong téac gitra firewall va cac dich vu
mang khac nhw ICMP, RDP..system policy dwgc xt ly trwdc khi access rule dwoc ap
dung. Sau khi cai dat cac system policy mac dinh cho phép ISA server st dung cac dich
vu hé théng nhu DHCP, RDP, Ping..

Access Rule : 1a nhirng tap hop céac quy tac ap dung cho hé théng nhw access rule cho
phép truy cap internet hay check mail bang POP3 client nhw Outlook Express.. . Can déc
biét lwu y dén thir tw cac Access Rule, vi ludng xt ly cta firewall s& chdm dwt khi n6 bat
gap policy dau tién co nhirng thiét 1ap twong trng véi giao thire truy cap. D& ndm ré thém
co ché nay chang ta xem vi du sau:

C6 5 Access rule véi thi ty tir trén xubéng dwéi nhu sau:

a0 =

Deny HTTP (khong cho phép str dung HTTP protocol)
Allow HTTP (cho dung HTTP protocol)

Allow FTP (cho phép st dung FTP)

Deny FTP (khéng cho phép st dung FTP)

Deny All (default policy)

Trong trwéng hop chung ta cho réng ddi twong st dung la nhw nhau, thi khi mét user st
dung giao thirc HTTP dé duyét Web, anh ta s€é bi tlr chGi truy cap vi access rule dau tién
khoéng cho phép str dung protocol nay. Con néu user dé download tap tin théng qua FTP thi

anh

ta sé dwoc phép vi access rule thr 3 cho phép dung FTP, va firewall sé bé qua cac

access rule con lai.

hay

Khi qua

Publishing Rule: dung publish cac dich vu nhw Web, Mail server trén I&p mang Internal
DMZ cho phép cac user trén Internet truy cap.

trinh cai dat ISA Server 2004 hoan tat chung ta két ndi ISA Server véi internet va tiép

theo 13 cAu hinh cac ISA client d& c6 thé truy cap internet théng qua ISA Server Firewall. Mac
dinh ISA server chi cé mot access rule sau khi cai d&t 1a Deny All, tr chdi moi truy cap vaolra
thdng qua ISA firewall vi vay ching ta can tao cac quy tac thich hop véi nhu cau té chirc hodc
ap dung cac Predefine Template cho ISA Server. Cac ban cé thé cu hinh ISA Firewall Policy
théng qua giao dién ISA Management Console trén chinh ISA Server hoac cai cdng cu quan ly
ISA Management Console trén mot may khac va két ndi dén ISA Server dé thwc hién cac thao
tac quan tri tr xa ctia minh.Giao dién quan ly cta ISA Server Management console c6 3 phan

chinh:

- Khung bén trai dung dé duyét cac chirc nang chinh nhw Server name, Monitoring, Firewall
Policy, Cache.. . ) .
- Khung & gitra hién thj chi tiét cac thanh phan chinh ma chung ta chon nhw System Policy,

Access

Rule..

- Khung bén phai con duwoc goi la Tasks Pane chira cac tac vu dac biét nhw Publishing Server,
Enable VPN Server...
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1.Tao Access Rule Trén ISA :

ISA Server Management console

M@ giao dién quan ly ISA Management Server bang cach chon Start - >All Programs - >
Microsoft ISA Server - > ISA Server Management.

Click phai vao Firewall Policy va chon Create New Access Rule hodc chon tir khung tac vu
(Task Pane) & khung bén phai ctia man hinh quan ly nhw hinh sau:
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Pat tén c,ho access rule can tao 1a Permit Any trafic from internal network hoéc tén phu hop
v&i hé thdng clia ban va chon Next:

Microsoit .
Internet Securi
Acceleration

e
——

Welcome to the New Access
Rule Wizard

&

004

This wizard helps you create anew access le. Access
les define the action tha is taken, and the protocals that
may be uzed, when speciiied client: from one network,
Ftempt to accezs spacific deslinations or content on
anather nefwark.

Aroess iule name:

- IPerml Ary trafbe from internal netwark,

To continue, click Mext,

< Back Mext » Cancel




Trong phan Rule Action ching ta chon Allow, vi day la access rule cho phép client st dung cac
giao thirc va (rng dung théng qua firewall.

Rule Action

Selact how client requests for cortent fiam the soecifed destination ae dealt wath
if the conditions specified it e nule are met

Achon to take wher e condibons a& met:
= Allow
" Deny

Xac dinh nhirng giao thirc ma User dwoc st dung nhw HTTP hay FTP...trong cira s& Protocols,
hay chon All outbond trafic, néu mudn thay déi cac ban chi can bdm vao miii tén va xac dinh
nhirtng chirc nang twong (rng nhu Selected Protocol d& chon mét sb giao thirc ndo dé hay All
inbound trafic danh cho truéng hop cung cap céc két ndi tir bén ngdai vao.

Protoools
Sekct the protocols e ke applies o
This nule apples ba:
|4l auebound atiic =l

| —

Hé thdng can biét dbi twong st dung cac giao thirc trong access rule, & trwdng hop nay cac
client 1a nhitng ngudi st dung trong hé thdng mang ndi bd cho nén ching ta chon Add trén
Access Rule Source va chon Internal. Déi v&i User thi ching ta chon All User (trong trudng
hop can thiét cac ban cé thé xac dinh nhitng Group hay User thich hop cia hé théng nhuGroup
Domain User, Administrator.., khi Firewall khéng thuéc Domain thi hay st dung local account cla
Firewall trong Local Users And Groups.)

Add Metwe x|

MeLnork eriities;

hew = Edit... Celeb=
= L& Mebmorts

&P Ezbzrnal

= Tricernal

=k Local Host
=t Quararkined YPM Clients
* PR Chents
[ 1 Mebmork Seks
- Computers
__ addresz Ranges
A Subrets
[+ i Computer Saks




Nhan Apply dé hiéu lwc firewall policy méi tao ra,lic nay ching ta d& cé 2 Acess Rule 1a Default
Rule (c6 chirc ndng Deny All, lvu y default rule khong thé xéa dwoc) va Permit Any Trafice from
internal network cho phép céac user trén mang noi bd dwoc phép st dung tat cac cac giao thirc
trén Internet.
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2. Céu hinh ISA Client: )
Dé str dung ISA Server thi cac client trén mang phai cau hinh mét trong ba lgai sau SecureNAT,
Firewall Client, Web Proxy Client hodc ca 3 dang trén:

i. SecureNAT Client :

Day la phwong phap don gidn nhét, cdc may tinh chi can cAu hinh Default Gateway la dia chi
card mang trong cua ISA Server la duwgc (trong trwdng hop nay la 192.168.1.10), hoac chung ta
c6 thé cép phat théng qua DHCP server véi option 006 danh cho Router. Diém thuan loi cla
phwong phap nay |a Client khéng can cai dat gi thém, va cé thé sivr dung cac hé diéu hanh khéng
thudc Microsoft nhw Linux, Unix ma van s dung dwoc cac giao thirc va (ng dung trén internet
théng qua ISA. Tuy nhién c6 mot bt loi la cac SecureNAT client khéng g&i dwoc nhivng thong
tin chirng thwe gdbm Username & Password cho Firewall dwoc, vi vay néu nhw cac ban trién khai
dich vu kiém séat truy cap theo domain user doi héi phai cé username&password thi cac
SecureNAT Client khoéng (rng dung dwoc. Ngoai ra chuing ta khéng thé ghi nhat ky qua trinh truy
cap dbi voi dang client nay.

Internet Protocol (TCP/IP) Properties @El
General

ou can get IP settings azzigned automatically if your network, supportz
thiz capability. Otherwize. you need to azk vour network, administrator for
the appropriate IP settings.

(" Obtain an IP address automatically
() Use the following |P address:

1P address: 192 168 . 1 12
Subnet mask: 255 255 255 . 0
D efault gatewayw: 192 168 . 1 . 10

() Use the following DNS server addresses:

Freferred DMNS server: 192 168 . 1 . 11
Alternate DNS server: 210 0245 . 3 130
[ Ok ] [ Cancel ]

CAu hinh SecureNAT client trén Client1

ii. Firewall Client :

Vay néu ching ta muén cé mét co ché kiém soéat chat ché hon, vi du User phai log-in domain
m&i truy cap dwoc Internet thi phai lam nhw thé nao? Gidi phap dwa ra 1a chung ta sé cai dat
Firewall Client cho cac may tinh nay. Thong thuwdng khi cai dat ISA Server cac ban sé cai dich vy
Firewall Client Installation Share, sau dé trén ISA server mé system policy cho phép truy cap tai



nguyén chia s& va may tinh Client chi can két ni dén ISA Server theo dia chi IP ngi bd voi tai
khodn hop & dé tién hanh chay tap tin cai dat Firewall Client .

Néu khéng mudn cai dat Firewall Client Installation Share thi ching ta cé thé chon cai dich vu
nay trén bat ky may tinh nao nhw file server hodc domain controller nhw sau:

a. Dua ISA Server 2004 CD-ROM vao domain controller, chon Install ISA Server 2004.

b. Trén man hinh Welcome to the Installation Wizard for Microsoft ISA Server 2004 nhan
Next.

c. Tiép theo chon | accept the terms in the license agreement, nhan Next.

d. Nhap vao User name, Organization va Product Serial Number trén cira s6 Customer
Information. Chon Next.

e. Trong Setup Type, xac dinh tuy chon Custom va enable This feature, and all subfeatures,
will be installed on the local hard drive trong muc Firewall Client Installation Share nhw hinh
dwéi day va nhan Next trong cac buéc tiép theo dé hoan tat:

i"% Microsoft 1ISA Server 2004 RC - Installation Wizard I

Custom Setup ﬁ]
L

Select the program features you wank to install, ;\.1 ol

Click on an icon in the list below ko select how a Feature is installed.

_______ % | Firewall Services F_eature D.escrlptlon .
W | 1545 M v Firewall Client Installation
SIS creates a network share
Firewall Client Installation Share

WServerMameimspclnk, For
khe

= Thiz feature will be installed on local hard drive.

=18 Thiz feature, and all subfeatures, will be installed on local hard drive. an

¥ This feature will not be available.

Inskall ka:

Help | Space | = Back I Mext = I Cancel |

Sau d6 trén cac may tinh client tién hanh cai dat Firewall Client bdng cach mé Start - > Run va
chay 1énh \\192.168.1.10\mspclInt\setup

Trong trwérng hop hé théng c6 nhidu may tram, viéc cai dat trén trng may gap nhiéu khoé khan thi
giai phap trién khai chwong trinh  mét cach tw déng bang SMS Server 2003 hodc Assign théng
qua Group Policy la hiéu qua nhét (cac ban cé thé tham khdo phwong phap cai dat tw dong théng
qua Group Policy trén website www.security365.org do Réng Déng Dwo’ng thwc hién.) Voi
firewall client cac ban cé thé tan dung dwoc nhitng khd ndng manh mé nhat cla ISA Server nhuw
chirng thwe nguwdi dung dwa trén Domain User & Group, cho phép ghi nhat ky nhirng lan truy
cap. Tuy nhién diém bét loi chinh clha trwdng hop nay la cac may tinh muén cai Firewall Client
phai st dung hé diéu hanh cla Microsoft .

iii. Web Proxy Client: nhw chung ta biét ngodai chirc ndng bao mat thi ISA Server 2004 Firewall
con ¢ chirc néng Cache dung dé Iwu triv cac trang Web thwérng dwoc truy cap trén RAM hodc
trén dia cirng nham tiét kiem bang thdng. Tuy nhién, Web Proxy Client chi st dung duoc cac
giao thtrc HTTP / HTTPs, FTP (upload/download), diéu nay cé nghia la User sé& khong lay mail
véi Outlook hay st dung cac ng dung khac. Bé st dung Web Proxy, cac may tinh Client phai
cau hinh trong trinh duyét Web bang cach mé Internet Explore chon Tools - > Internet Options
chon tab Connections - > LAN Settings va nhap vao dia chi cta Proxy server :
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F |
I 2 [ Local Area Network [LAN) Settings ! .

General | Security | Privacy | Content | Connections | Pragrams | Advanced
‘_’,- To sek up an Inkternet connection, click
= Jetup. Aukomatic configuration may override manual settings. To ensure the
Dialup and Yirtual Private Netwark settings use of manual settings, disable aukomatic configuration,

Add.. []automatically detect settings

Automatic configuration

|:|Use automatic configuration script

Choose Settings if you need to configure a proxy
server for a connection,

Proxy server

Use & proxy server for vour LAN (These settings will not apply to
dial-up ot YPM connections),

Local e Netrork (LAN) setiings Address: | 192.168.1.10 | Port: | 8080
LAMN Settings do not apply bo dial-up connections.

Choose Settings abowve For dial-up settings.

[¥]Eypass proxy server For local addresses:

Ok l[ Cancel ]

[ QK ] [ Cahcel ] I

Nhw vay cach nhanh chéng nhéat cho phép cac may tinh trong tb chirc co thé truy cap Internet
qua ISA Server la ciu hinh SecureNAT client dwa trén hé théng cap phat dia chi IP dong hoac
cau hinh IP tinh va tré default gateway la dia chi mang néi bo cua ISA Server. Ngoai ra dé qua
trinh phan giai dia chi IP dién ra sudn sé thi cac client cAn cu hinh dia chi DNS server noi bo va
ca ISP DNS Server nhw 210.245.31.10 hay 203.162.4.191

[l. Thiét Lap Céc Private Policy:

Mac du hé thdng da két nbi dwoc internet, nhung mét sd coéng ty cé nhitng yéu cau riéng vé
chinh sach hé théng nhw khoéng cho phép chat bdng AOL hay MSN Messenger, cho phép
download file théng qua FTP (upload va download) . Bén canh d6, d& phuc vu nhu cau nghién
ctu va duyét Web giao thirc HTTP dwoc cho phép s dung nhwng cdm khéng cho download
nhi*ng tap tin ¢ thé thuc thi trén hé théng Windows qua HTTP dé ngadn nglra sy lay nhiém
virus, trojan. Dé thuc hién diéu nay cac ban hiéu chinh lai firewall policy ctia minh.

A. Tao Access Rule Khong Cho Phép St Dung Aol Va Msn Mesenger:

Click chudt phai vo Firewall Policy ->chon Create new Access Rule -> dat tén la deny MSN
and AIM ->chon Next.

O civa sb Rule Action hay chon Deny va nhan Next.

Trong phan This rule applies to chon Selected Protocols. Nhan nit Add. Sau d6 mé Protocols
cla Instant Messaging va double click AOL Instant Messenger va MSN Messenger. Nhan
Close.

Mew Access Rule Wizard 1 x|

Prolocolz
Select the provocol: thes nude spples b

T hiz s appliss ta

|Sele|::|e-! plakocol: -]

Protocols

Ll ADL Instarit Messenger
11 MSH Messenge




Tiép theo chung ta chon Internal va External trong phan Network, ap dung cho All user va Apply
dé ap dung policy nay cho hé thdng.
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B. Tao Access Rule Cho Phép Client Str Dung Ftp Download Va Upload

Trong trwéng hop ban muén céac client sir dung FTP dé download va cd upload hay tién hanh

nhw sau:
Tao access rule méi thong qua Create a New Access Rule dat tén la permit FTP v&i Rule

Action 1a Allow, ap dung cho All User va Internal Network.

ew Access Rule Wizard %]
Protocols |:
Sedect the protocols this nde apphes to.
This 1ule apphes bo:
|5tlan:ted protocok: _'_J
Brotocols:
LlFTP [_fBdd. ]
Edi...

Sau khi click vao nut Apply thi User trén hé thdng mang ndi bd da cé thé download théng qua
FTP bang cac chuwong trinh FTP Client nhu FileZilla, tuy nhién dé ho cé thé upload 1én cac FTP
server thi chung ta can bd thiét 1ap Read Only cho FTP access rule bang cach click phai chuét
vao Access Rule permit FTP va chon Configure FTP
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Trén civa sb hién thi Configure FTP protocol policy bé chon Read Only sé& cho phép upload Ién
Ftp server.



Configures FTP prokoond policy _’.’.Iﬁl

Pratocol ]

Defire FTR pretocal policy for related rules.

‘Wehen Read Cnly is sekeched, FTP uploads vl be
blacked.

c. Tao Access Rule Cho Phép Str Dung HTTP Nhuwng Khong Cho Phép Download Nhirng File
C6 Kha Nang Thuc Thi Trén Hé Thong Windows.

Tao access rule méi tén la permit HTTP deny executables cho phép cac user trén I&ép mang
Internal s&r dung HTTP protocol
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Click phai chuét vao permit HTTP deny executables va chon configure HTTP
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Block responses containing Windows executable content nhw hinh



General IMclhodsI Extonsions | Headers | Sianatures |

—PReguest Headsrs

Macimurn headers length (bytes): I 32765

.
‘-l]) This s=tting applies to all rules

— Request Payload
v alow any payload kength

Maximum payload length [bytes): I

—URL Protecton
Maedimum LIRL lenath (bybes): | 10240
Maedimum guery lenath (butesi: | 10240

[ werify parmalzaton
[ Block high bik characters

Executables Ny
[ Block responizes containing Windows executabls chter\tJ

ok | caneel | sepw |

IV. S&¢ Dung WPAD Hb Tro ISA Client Tw DPéng DO Tim Firewall Va
Web Proxy

Khi hé théng str dung DHCP cép phat dia chi IP ddng, ching ta can phai hd tro cac client tw
ddng do tim Web Proxy Server va Firewall thong qua CNAME WPAD record trén DNS Server
hodc clu hinh option Predefine la wpad trén DHCP server (tham khdo file demo &
www.security365.org/downloads/demo/ISA2004).

Lwu y: Viéc cdu hinh WPAD trén DHCP chi st dung dwoc néu DHCP Server la dich vu cla hé diéu hanh
Windows, con khi cac ban st dung DHCP Server cta cac héang khac thi chung ta phai str dung DNS dé lam
dieu nay.

i. Truwdc tiénchidng ta can phai bat chirc nang hé tro Auto Discovery trén ISA Server.
Hay mé ISA Management Console, trong phan Network hay double click vao Internal
Network chon tab AutoDiscovery va check vao muc Publish automatic discovery
information, trong 6 Use this port for automatic discovery request hay nhap vao

s 80.
iwermotpropers = e
General | Addrasses | Domaiz ] Wb Brawser |
Auabiceovery | Frewalfiet | b Frow

15, Server provides automatic: dissoven farmation far Fresal chents
end ety Piosy clents uang Web Poky duto D scoven Profocal
[PAD in DHCP o DKS

Use the suppcrted Faciioes, such a: DS sereer or DHCP server. to
pubizn | 5A Serverinformshion,

Help abouk auto dicovery

G’ Publish altamate 'cinle'cﬁ#éﬁl]iil’&ﬁi&n’o]-')

Lee thiz part b awcomalic: discovely requestz: 30

To confipuie Firewal disit: 0w automalic discoveny, enable sitomatic
detection of #ettings an the Filewall Clent tab,

Ok, | Cancel Lpplp




ii. Tao CNAME record trong DNS server dat tf:-n la WPAD
M& cira s6 DNS Management Console, nhan chudt phai Ién Domain Zone va chon New Alias
(CNAME)
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Nhap vao WPAD trong phan Alias name va tén day da vi du WPAD.SECURITY365.0RG trong 6
Full qualified domain name

Meaw Resource Record

cd S |

Alias (CHAME) |

Alias mame (uses parert domain iF i=FE blanks:

| W PAD

Fully anaified damain nams (Ermikh .

Nhan OK dé hoan tt. Hay st dung bt ky Firewall Client hay Web Proxy Client ndo kiém tra lai.
Chon Automatically detect ISA Server trong firewall client va b6 chon Use proxy server thay vao
doé la Automatically detec settings trong trinh duyét Web dé ty dong do tim Web Proxy.

Geness | /el Browser|

[] Erebie Micrazaf Fiavaall Cliery for | S5, 5 erves 2004

Select how Firesdl Client detaimimes 10 which |55 S eved i should
conmeck;

"-_:}.i'-‘u.tnl'ln'iu-db detect 154 Servar
[etected 154 Sarver

|WIE—-‘\EN.-'B| dotacieds [ Dotest How |

Chon Detect Now, sau khdang thi gian ngan tén ISA Server trén hé thdng clia ban sé xuat hién

Detecting ISA Server

Firewsdl Cliznt iz detecting 154 Sever..




Nhw vay, ching ta da cai dat va ciu hinh ISA Server dé& hd tro qua trinh truy cap Internet,
download va upload tai liéu théng qua FTP, hd tro tw déng do tim Firewall va Web Proxy déi v&i
Client v&i record WPAD trong DNS Server. Tuy nhién, ban nhan thay rang mét sé client van chat
duwoc bang MSN Messenger hay s dung cac chwong trinh P2P dé tim kiém tai liéu. D6 la do
nhirng rng dung nay cé thé sir dung HTTP, port 80 dé truyén thong qua web proxy server. Cac
ban cé thé ngan chén diéu nay bang cach hiéu chinh permit HTTP policy nhw sau:

Click chudt phéj permit HTTP Access Rule va chon Configure HTTP. Trong tab Signaturg nhap
vao cac tham sé nhw hinh dwéi day va nhan OK, sau d6 chon Apply dé ap dung cho hé thng:

[signatwr= =l
Specify a name For this signature search:

Mame: | M3M Mess=ngsr ‘_

Description
[optonaly

~Signature Ssarch Critervia

Seadin: |Reque:t headars * LI
HT TP header: | Us=r-Agent: +—

Specify tha signaturs to block:

- |MSNN&:senoer| % ill
—Byterange———— Format
Erom: Ili & Text
To: 100 " Einary
oIk I Cancel

V - Tiét Kiem Bang Thong Vé&i Tinh Nang Cache Va Content Download Job:

C6 mét dac tinh rat hivu ich cha ISA Server tuy nhién bj disable méot cach méc dinh d6 chinh la
web caching ddi vai http va ftp request. V&i ISA ching ta c6 thé thuc hién ca hai co ché caching
do la:

- Forward Caching : v&i co ché nay néi dung cac trang web thudng xuyén dwoc truy cap
nhw www.pcworld.com.vn sé& dwoc tai vé trwdc va lwu trir trong phan Cache cua Isa
server, vi vay khi nguwdi dung mé lai nhirng trang web nay sé dwoc trd ndi dung trén
Cache thay vi phai két néi truc tiép véi web server tren Internet.

- Reverse Caching : ngwoc lai v&i forward caching, khi doanh nghiép hay td chirc c6
nhirng web server cho phép ngudi dung bén ngoai truy cap reserver caching tiét kiém
béng théng bang cach lwu trir ndi dung trang web trén cac proxy server (d&t tai cac
duwdng bién mang - network edge) dé dap (ng cho internet user, gidm tai cho web
server. Vi vay trén mot sb tai liéu reverse cache con duwoc goi 1a gateway cache hay
surrogate cache.

Vé& mat td chirc thi chung ta cé thé xay dung hé thdng cache trén ISA theo cac mé hinh khac
nhau tuy thuéc vao s lwong user va kién trac mang cua mdi doanh nghiép:

- Distributed Caching : cac ISA server sé& dwoc phan bd déu trén mang, nang cao kha
nang dap rng cho nguwoi dung.



http://www.pcworld.com.vn/

Hierarchical caching: khac véi mo hinh trén, trong trwdng hop nay ISA server sé dwoc
phan bod theo tlrng cap, cac yéu cau sé dwoc xt& ly b&i nhirng ISA server ndi bd trwdc, vi
vay th&i gian dap rng cao hon.
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Hybrid caching : la sw két hop ca hai mé hinh trén.
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Vay, khi chirc nang Web Cache dwoc bat, nhirng trang web thwong xuyén truy cap sé ty dong
tai vé c6 thé dwoc lwu gitr trén RAM hay dia cirng cla ISA Server (cache), va nhitng User khi
truy cap vao lai trang web nay sé& dwoc trd vé ndi dung tir cache chir khéng phai download trén
Internet. Tuy nhién mot sé trang web tim kiém thi khéng nén lwu trir ndi dung trén cache vi sé
cho ra nhirng két qua tim kiém khong dwoc cap nhat.., vi vay khi thiét lap Web Caching cac ban
nén dat Caching Rule dé khoéng lwu gir nhivng trang Web nhu www.google.com. Ngoai ra mét s6
trang web thworng xuyén dwoc ngwdi dung truy cap dé doc tin, tham khéo gia ca thi truwong, tin
tirc v& bao mat..ching ta cé thé 1ap lich dé dich vu Web Proxy Server tai vé trwdc ngoai gid lam
viéc théng qua chirc nang Content Download Job.

i. Enable Web Caching:

M& ISA Management Console, chon muc Cache trong phan Configuration va click chuét vao
Define Cache Drivers (enable caching):
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Xac dinh phan chia NTFS danh cho viéc lvu trlr néi dung cac trang Web (cache size), vi du 20
MB, nhan Set dé thiét lap va click OK:


http://www.google.com/

Drive | Tvpe DizhSpacs ... | Free Spaos,.  Ceche Sizz ...
[+ NTFS 76253 72920 2D

Maxirum code size (MED:

Takal desk scace on WTFS drives (MBI TaE53
Current kakal cachs sze (ME); 20
e
ok | cencd | amly |

Sau khi click Apply dé& ap dung chirc ndng Web Cache sé c6 mdt hop thoai théng bao Restart lai

Firewall Services hay chi lwu lai va khong Restart, hdy chon Save the changes and restart the
services va click OK.

<@ Changes wil b2 apphed ooy alter the folawig seraces aie
\-() Teslaried:

Microzalt Firewal

 Sae ke changes, bt dorlt reslant the services

The changes will be appli=d onbs after you manuall r=start
the services.

=ve e changss and (estat the remices

hanges wil B2 appled aftsr the servicss r=uiart. This map

taka everal minubss Ay stopped senvices chould be
manualy staried.

ii. Tao Cache Rule khéng lwu trlr ndi dung cac trang Web tir www.google.com:
Trén khung Task Pane chon Create a Cache Rule:
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bat tén la No Google Cache trong khung New Cache Rule Wizard:
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Mew Cache Rule Wizard

Welcome to the New Cache

Miciasoft . Rule Wizard
Internet &
Eccelem%gc# geqrrwerm

Cache rules determing the types of contant stored in the
cache and the armourt of time ietreved obiects are
conzidered walid.

To cortinue, click, Hest.

< Back I Hext > I Canczl |

Trong cache rule destination, ching ta can xac dinh trang web khéng can Iwu trir bang cach chon
Add, click New va trén menu hién thi hdy chon URL Set, nhap tén la Google sau d6 chon New va
dwa vao dia chi http://www.google.com nhw hinh dwéi day:

Add Netna DN = o] || e URL Set Rule Element 7l =l
Network erkities: ‘; Marmes: |G00ge i—
Pleve - Edib. .. Deleke ‘J
Fletbework i | IFthe DS s mok configured correctly, ndes using URL s=ts
rlstvaork S=kE \_\H rnay nok ba applied as esxpecksd.,
SR E=r LRLs inclided in this st (appicable For HTTP braffic only):
Address Range Example: hbtp:imicrosoft, comysomepathy®
Subnst

CampuEer Seb

Diomain Mame

ﬁ NlEw | Bename I Delete I

Cescripkion
foptional):

Scld I Close I CH I Cancs| I

Mew Cache Rule Wizard

Cache Rule De:tination
Thiz rule will apply ko requests zent bo the destinations specified on this page.

Thiz rule applies to content requested from these network. entities:

%] Google
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Next dé tiép tuc, trén man hinh tiép theo hay chap nhan gia tri méc dinh, sau d6 nhan Next va
chon Never, no content will ever be cached. Cudi cung nhan Finish dé két thic qua trinh thiét

ETo

Mew Cache Rule Wizard - 2 |

Caohe Content
5 pecily whether ierioved corgent i stored im the coche. By default, an cbeeci iz
stored in de cache only if ks sourse and request kaadors ndicate o do o

Sclect whon cortont ahould o atarod in tho cacho:

o jfimvel no goniant vl ewee be Cached)]
I gosnce and request headers indicate io cachs
In addition. alro cache:

Nhuw vay ISA Server 2004 cta ching ta da dwoc bat chirc ndng Web Caching dé tiét kiém bang
théng, déng thdi ngdn nglra viéc lwu tri ndi dung cla trang web tim kiém nhw Google dé& han
ché cac thong tin khong can thiét. Lic nay chung ta c6 thé kiém tra lai policy méi dwoc tao ra
trén giao dién quan ly va nhan Apply dé ap dung.
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iii. Cau hinh Content Download Job:

Gia str User trén hé théng thuong truy cap vao trang web www.security365.0rg dé xem cac
théng tin m&i vé virus/trojan hay cac I6i bao mat, do d6 ching ta ciu hinh ISA server tw dong
download trang web nay vé tréc vao ngay gi® xac dinh nao dé trong tuan dé nang cao hiéu qua
hoat déng.

Click Content Download Job, trén khung Tasks Pane , chon Schedule a Content Download
Job. Chung ta sé thay théng bao nhuw dudi day

| Enable Schedule Conbent Bovwnload Iohs i i |

schedded conteri download jobs wil run anly when:
! The Local Host nebaork is oofigured ko listen for Weeb Proze clent reguests,
Thie 5cheduled Dovrload Job configorsban graup is enabled {Sysham Poboy),
Lo vou wank to thase sektngs configured?
o will need ko apply e changes ko the configorstion.

Chon Yes va sau d6 dat tén cho Content Download Job la SecureSolution, nhan Next dé tiép tuc
xac dinh ngay gi® la chay tién trinh nay mét ngay mét 1an (Daily), mét tuan mét lan (Weekly)..:
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New Centent Download Job Wizard x|

Dowrload Frequency
Select how aften the job will run.

Fiun the job:

€~ One time only. on completion af thiz wizard

© Dne lime ol scheduled

TUnning.

p Far the jobto star, the Micrazaft 154 Sereerdob Scheduler Service must be

< Back I Mest = I Canczl |

Nhan Next va nhap vao dia chi trang web can tai vé trong & Download content from this URL,
trong trvong hop nay chung ta nhap vao www.security365.org Hay chon gia tri mac dinh trong
cac budrc tiép theo dé hoan tat.

VI — Backup Va Restore Cac Théng Tin CAu Hinh Cua ISA Server 2004 Firewall:

Déi vai cac hé théng I6n véi nhiéu phong ban va nhan vién, trong méi bd phan lai yéu cau nhirng
chinh séach truy cap riéng lam cho sb lwong policy rat nhiéu va khé quan li. Vi vay dé bado dam hé
thdng luén hoat ddong 6n dinh ching ta can phai tién hanh sao lwu (backup) cac policy mét cach
day da dé co thé phuc héi (restore) khi cé sy cd xady ra. Ching ta c6 thé backup tdan bo ISA
Server hay chi mét sb cac firewall policy nao dé.

Thao tac sau day sé tién hanh backup toan bd ISA Server, mé ISA Management Console, chon
server name (ISA) va click vao Backup the ISA Server Configuration trén khung Tasks Pane
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Tiép theo chung ta d&t tén cla tap tin backup (nén d&t theo dang X-XX-XXXX la ngay-thang-ndm
tién hanh backup dé& d& dang phan biét khi tién hanh phuc hoi), chon noi lwu trir va nhan nat
Backup mot hop thoai yéu cau dat password cho tap tin backup hién ra, hdy nhap password vao
va chon OK tién trinh backup sé dién ra nhw hinh sau:

2y
et Password 7 X
Savein | g Local Disk |C| HUS LGl I JJ
et [uing the export process, confidental iformation wil be encrypted.
IDocuments snd Sattings wéhen imparting the file, 2 paggword will be required to open and decrpt

My Aecert idrivers

ECNURE SN |- 15 server 2004 OO0
% CTiProgram Fles
WINDOWS
ywrmpub

thiz information,

Selthe pazsward required when importing this fle (3t least 8 characters)

Passward Inuuno
LCoanfim pazswerd: I"""'"

-
CIEVEE | File pame Q55 S Bechup bttt ) = Backio oK Cancel
Flacss s - | |
- Sare o type: [152 S e ot lies 1 cml) =1 Canzel
2

The configuration was successfully backed up, 0K |

Hinh &nh hién thi tién trinh backup hoan tat

DPé thtr nghiém, cac ban cé thé xéa mot vai hay toan b6 firewall policy trén hé théng cla minh,
sau do chon Restore this ISA Server Configuration trén khung Tasks Pane, xac dinh tap tin
backup chon Restore va nhap vao password dwoc thiét 1ap cho tap tin nay. Sau khi tién trinh
phuc héi hoan tat ching ta cé thé kiém tra lai cac policy trvdc day clia hé théng d& duoc phuc
hoi day da.

Lok [ LD ) Type Password to Dpen| ﬂﬂ

el
=) Documents and Sattings

= - Ths fle contans contidertialinfomaton Smecy the pazsword required
ta apen iz .

)Progran Files
(11131111}
Password |

waocrws
0K | Cancel ‘

1) 15 Server Backup 204802l

My Netwark
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Fle name |\SA Server Backup Xl j @‘.
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The configuiaton waz successhilly resiored. 0K |

Hinh hién thi tién trinh phuc héi thanh céng

Qua thao tac backup va restore trén ching ta thdy viéc sao lwu va phuc hdi cac firewall policy
hay tdan bod hé thédng dwoc tién hanh kha don gian va dé dang. Trong trwdng hop chi backup
mot firewall policy ndo d6 ching ta ciing tién hanh twong tw véi chirc ndng Export Firewall
Policy trén khung Task Pane.

VII - Thiét Lap Vung DMZ Va Publish Server Théng Qua ISA

M6t trong nhitng thuat ngl bdo mat dwoc nhidu nguoi quan tam doé la DMZ (Demilitarized
Zone), day la ti chi vung “Phi Quan Sy’ trong thé gidi thuc, con trong méi trwérng may tinh thi
DMZ 1a noi dat nhirng Server duwoc publish ra ngoai internet dé cac ngudi diung bén ngoai
(internet user) c6 thé truy cap dén Web Server véi muc dich gia ting tinh nang an tdoan cho hé
théng mang. B&i vi DMZ dwoc tach biét hoan toan véi hé théng Internal, cho nén khi internet
user truy cap vao cac may chi nay sé khéng anh hudng va gay nguy hiém dbéi véi cac may tinh
va di liéu ndi bd. Ngoai ra, khi cac Server dat trong DMZ con ngan nglra dugc s tong tac tryc
tiép cla internal user v&i ching. Theo ding nghia truyén théng cia DMZ, céc request (yéu cau
truy cap) cla interent user dén cac publish server phai qua DMZ trwéc rdi méi dén Firewall ndi
bd, tuy nhién ngay nay DMZ bao ludn ca tinh hudng internet user két ndi dén Firewall/Router va
sau d6 yéu cau sé dwoc chuyén dé cac server trong DMZ dwa trén Firewall Policy nhw trwéng
hop ma ching ta ap dung sau day trén ISA Server dé xay dwng 1 DMZ chra mail va web server.

i. Tao DMZ:

Trong phan Network hay chon Create a New Network, dat tén 1a DMZ va chon Next, chon
Perimeter Nework (ching ta co thé tao bao nhiéu I&p mang tuy y khéng nhw trén ISA 2000 chi c6
3 16p, day la mot cai tién cia ISA Server 2004):

Hetwork Type
Specify the type of network, pou are defining.

" Internal Network
Intesnal network s contain clien: computers that 154 S erver will protect.
' Perimeter Metwork

A Perimeter network, usually containg servers that are published to the Intermnet. [t will usually
be less trusted than internal nesworkes.

" VPN Site-To-Site Network

AVPM site-to-site network. reprasents a network in a remcte site, connected through a VPR
lirik:.
" External Network.

An external network represents an untrusted network, such as the Intemet. 154 Semver has a
default extemal nebwark.

< Back Hest > Cancel




Sau khi click Next ctra s Network Address xuét hién, hay chon Add Adapter dé lwa chon card
mang cho vung DMZ:

Select Mebwork Ad

5 [T

Metwork. adapier datails:

M-
& =monz_)
riEide

[ E8 0us=ide

Network Interfaces Infarmaton:

Harme: METGESH FA3TTARA312 PCI Adapher =
P Addreszes 1721611
Foule Inlomation:

172161.0-172165.1.255 . 17216.255.255 - 1721 6.255.255

ok | Cancel |

Nhan OK, va dia chi mang cho viing DMZ sé& nhw hinh duéi (cac ban co thé thay dbi theo yéu
cau hé thong cla minh), tiép theo chon Next va Finish dé hoan tat.

NewMNetwork wizard =]

Network Addreszes

Define the IF addresses for this network. “You can add |F address ranges, IF
address 1anges azsocizted with a nebwerk adapter. znd privale IF ranges.

Address ranges:
Siar Address | EndAddress
172.16.1.0 17216.1.255
17215 25R 25R 17216255 275

Hemaxe

Add Adapter...

il

Add Private

: Back I Nest > | Cancel |

Sau khi click Apply dé ap dung cho hé thong, trong phan Network ching ta sé thay mét I6p mang
la DMZ tach biét v&i hé thong Internal, cac ban cé thé dat cac Exchange Mail Server hay Apche
Web Server véi trong 1&6p mang nay.
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ii. Publish Exchange Server trong DMZ:

L4y vi du, cdng ty T&C Descon cé mdt Exchange Server c6 dia chi la 172.16.1.10 d&t trong DMZ.
Dé cac User bén ngoai Internet cé thé truy cap dén mail server dé g&i va nhan mail ching ta can
phai publish chung théng qua ISA Firewall ciia minh. M& ISA Management Console, chon
Firewall Policy, trén khung Task Pane hay click vao Publish a Mail Server dé hién thi New Mail
Server Publishing Rule Wizard. Bat tén cho Publishing Rule nay va chon Next

Trong civa s Select Server Type ching ta chon Server-to-server Communications: SMTP,
NNTP

resw Mail Server Publishing Rule wi =]

Select Access Type
ek the type of access this mail ssrver wil prowvide For clents,

£ Wb dient aconss: Qutlook Web Access (DWA), Cuklook Mobile Access, Exchange
SErYET ACESTY NG
© Clent access: RPC, IMAR, POFS, SMTP

% Server-to-server communication: SMTP, MWTE

< Back I Mexk = I Cancel I

Chon Next, trén khung Select Services hdy check vao 6 SMTP



New Mail Server Publishing Rule =]

GSeleck Services
Seleck the services that wou are publishing on this mail server,

Server-to-sarver communicatian:

[ Secire TP

[T Newsgroups (NNTF)

Trén civa sb tiép theo chung ta nhap vao dia chi clia Mail Server torng DMZ, & day la 172.16.1.10

New Mail Server Publishing Rule ¥izard X|

Select Server
Specify the network IP address of the server you are publishing.

Server IP address:

172 . 1& . 1 . 10

Cudi ciing la xac dinh I6p mang dwoc phép két nbi voi Mail Server, trong trwong hop nay User &
bén ngoai Internet nén chung ta chon I6p mang la External va click Next, sau do chon Finish dé
hoan tat qua trinh publish mail server.
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Seleck the nebwork IP addresses an the [S6 Soever thae will lisken For regqaests
interded for the publsned server.

Lisken Foe requests fram these nebworks:
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Can Iwu y 1a dé co thé check mail thi phai co thém nhiing protocol khac nhu DNS, POP hay
RPC. Vi vay cé thé ching ta can cho phép cac yéu cau vé DNS tir Mail Server véi Domain
Controler (c6 cai tichhgp DNS) trong I&p mang Internal hay v&i cac ISP DNS.

VIl — CAu Hinh Remote Access VPN Trén ISA Server 2004:

Ngoai chirc ndng quan ly truy cap Internet, Publish Web/Mail server va Caching, ching ta cé thé
ding ISA Server 2004 lam VPN Server cung cap cac két ndi remote access cho internet user dé
c6 thé truy cap tai nguyén trén mang noi bo. Vi du cong ty co6 mot s nhan vién kinh doanh st
dung Laptop va ho can truy cap vao hé thédng mang LAN théng qua VPN Server dé check mail,
chay nhirng chwong trinh quan ly khach hang CRM hay cap nhat cac bao cdo..Sau day la cac
bwéc ciu hinh Remote Access VPN trén ISA 2004.

Mé& ISA Management Console chon muc Virtual Private Network (VPN), sau d6 chon Verify that
VPN Client Access is Enable
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Qa’nh dé’u,véo Enable VPN Cli,ent access vé, dat gia trj Maximum number of VPN clients allowed
bang 9 (sb lwong VPN client tdi da cé thé két ndi cling luc) rdi nhan OK va Apply chinh sach méi
cho firewall.

—
¥PM Clients

e
General |G | Protacsls | User Mapping |
¥ Enable YPM client access
Faximum number of YPH clients allowed:
IE' ‘
Ok I Cancel I Spply I

Dé cac VPN client co thé két ndi thanh cong hay tao group VPN trén domain controler DC va gan
quyen Allow access cho thudc tinh Dial-in doi v&i nhirng user thugc group VPN. Hay log in vao
Domain Controler (DC) cla hé thong va chon Start - > Administrative Tools - > Active

Directory Users and Computers. Nhan chu6t phai trén User container chon New - > Group
nhw hinh sau:

GroUD nams:
[P Users f—

Grous nams (pee-Whindaws 20000

I".I'F'N Users
Group Scope Group kype
™ Dipmain locsl ¥ Security
&~ global 7 Diskribution
= Unmersal

ak I Cancel I

Add nhirng user thudéc bd phan kinh doanh (nhirtng ngu®i can truy cap qua VPN ) vao VPN

Group, vi du Joe Franks. Trén thanh thudc tinh clia Joe Franks chon tab Dial-in va check Allow
access
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Hay tré lai man hinh quan ly ISA server trén ISA1 ma chung ta dang m& va chon Specify
Windows Users trén danh sach VPN Client, nhan Add va chon group VPN User ching ta da tao.

Viéc tiép theo can lam dé cho phép VPN client két ndi la cau hinh dia chi IP cho cac VPN client,
c6 hai cach la str dung DHCP dé cap phat IP déng cho cac client hodc dung moét static pool dé

gan IP cho chung nhv sau:

Trén khung Tasks Pane nhan vao muc Define Address Assignment, chon Static address pool va

nhap vao day dia chi sau:

IF Address Range Properkics llil
Specify kha range of IP addresses:
Skatting address: Ending address:
102 . 163 . 100 , 100 I 19z . 1&g . 100 10*;1
(5.4 I Cancel I
Nhan OK, xac nhan thém mét 14n niva va restart lai may tinh.
Wirtwal Frivake Nebworks (WP} Fropesbies =

ADcess Mebsorks  Address Azzgnment |.n:.thart-cetbn | R ||

 Seledt the [P address assgnment method:
= Srabic address paol

IP addeess rargss
Sart sdddrecs Ered Addresc

L92. 163,100, L03 152, 15E, LOD. 105

" Dymamic Host Sonfigueatdon Pratocal (OHCFY

Lses thia Folloasing reeaork bo obibain DR, DRS and WAINS serices

[1rizemal =]

Advanoed satbngs are onk spolicable For Aduanced. ..
remobs WPA clients.

oF | cancel | acoe |

Cuéi cung, hay tao access rule cho phép cac VPN client co thé truy cap dén cac tai nguyén noi
bd sau khi két noi thanh cong dén VPN server. Hay chon Firewall Policy va chon Create New

Access Rule dat tén la VPN Client full access to Internal.
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Nhan Next va chon Allow, trén civa sb tiép theo chon All outbound trafic. Do access rule cho phép
VPN client truy cap tai nguyén néi bd nén hay xac dinh source trafic 1a VPN Clients trong phan
Network. Nguwoc lai & khung destination hay chon Internal trong phan Network, va chon cac gia
tri méc dinh cho nhirng buéc tiép theo dé hoan tat.
Bay gi¢r ISA Server da san sang cho cac két nél VPN, cac ban chi can tao cac VPN Connection
dén dia chi Outside cla firewall va thuc hién két ndl va truy cap vao tai nguyén hé thdng nél bo.
Dé ndm thém chi tiét cac ban cé thé tham khao cac file demo tal dia chi sau:
http://www.security365.org/downloads/demo/ISA2004.rar

apply_pre_define_te... backup_post_install_a... COMNFIGURE_dhcp-dn... create_access_rule_pr... install_Ffirewall_client_s...

insktall_isa_server_200... Use_httppalicy_preve... YPH-1_enable_wpr_an... YPM-Z_configure_acc...

Cac Tap Tin Minh Hoa Tién Trinh Cai D&t Va Trién Khai ISA Server 2004
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